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    IP Access Control Plug

	code :: https://github.com/KineticCafe/ip_access_control
	issues :: https://github.com/KineticCafe/ip_access_control/issues

This plug restricts requests so that they must come from the range of IP
addresses specified in the pipeline configuration. This assumes that the IP is
present in the remote_ip attribute on the passed-in Plug.Conn.
If the request IP is not allowed, the specified response code and body will be
added to the Plug.Conn and the chain will be halted. Otherwise, the plug chain
will continue.
Documentation can be found at https://hexdocs.pm/ip_access_control.
Installation
Add ip_access_control to your dependencies. If your application is running
behind a proxy, you should to also include and use remote_ip as
an explicit dependency and configure that as well.
def deps do
  [
    {:ip_access_control, "~> 1.1.0"},
    {:remote_ip, "~> 1.0"} # Required if behind a proxy
  ]
end


  

    Contributing

Contribution to IpAccessControl is encourage: bug reports, discussions, feature
requests, or code contributions. New features should be proposed and discussed
in an issue.
Before contributing patches, please read the Licence.
IpAccessControl is governed under the
Kinetic Commerce Open Source Code of Conduct, derived from the
Contributor Covenant.
Code Guidelines
We have several guidelines to contributing code through pull requests:
	All code changes require tests. In most cases, this will be added or updated
unit tests. I use ExUnit.

	I use code formatters, static analysis tools, and linting to ensure consistent
styles and formatting. There should be no warnings output from compile or test
run processes. I use mix compile --warnings-as-errors, Credo, and
mix format (with Quokka).

	Proposed changes should be on a thoughtfully-named topic branch and organized
into logical commit chunks as appropriate.

	Use Conventional Commits with our
conventions.

	Versions must not be updated in pull requests.

	Documentation should be added or updated as appropriate for new or updated
functionality.

	New dependencies are discouraged and their addition must be discussed,
regardless whether it is a development dependency, optional dependency, or
runtime dependency.

	All GitHub Actions checks marked as required must pass before a pull request
may be accepted and merged.


LLM-Generated Contribution Policy
IpAccessControl contributions must be well understood by the submitter and that,
especially for pull requests, the developer can attest to the
Developer Certificate of Origin for each pull request (see
LICENCE).
If LLM assistance is used in writing pull requests, this must be documented in
the commit message and pull request. If there is evidence of LLM assistance
without such declaration, the pull request will be declined.
Any contribution (bug, feature request, or pull request) that uses unreviewed
LLM output will be rejected.
Commit Conventions
IpAccessControl has adopted a variation of the Conventional Commits format for
commit messages. The following types are permitted:
	Type	Purpose
	feat	A new feature
	fix	A bug fix
	chore	A code change that is neither a bug fix nor a feature
	docs	Documentation updates
	deps	Dependency updates, including GitHub Actions.

I encourage the use of Tim Pope's or Chris Beam's
guidelines on the writing of commit messages
I require the use of git trailers for specific
additional metadata and strongly encourage it for others. The conditionally
required metadata trailers are:
	Breaking-Change: if the change is a breaking change. Do not use the
shorthand form (feat!(scope)) or BREAKING CHANGE.

	Signed-off-by: this is required for all developers except me, as outlined in
the Licence.

	Fixes or Resolves: If a change fixes one or more open issues,
that issue must be included in the Fixes or Resolves trailer. Multiple
issues should be listed comma separated in the same trailer:
Fixes: #1, #5, #7, but may appear in separate trailers. While both Fixes
and Resolves are synonyms, only one should be used in a given commit or
pull request.

	Related to: If a change does not fix an issue, those issue references should
be included in this trailer.


Contributors
	Austin Ziegler created ip_access_control, based in part on
plug_ip_whitelist by Forward Financing.



  

    CHANGELOG

1.0.1
	Modified GitHub Actions testing range, 1.10 to 1.15. The code is still
compatible with 1.8 and 1.9, but recent tests have failed on compiling
telemetry; they have been soft-deprecated and have been removed from the test
matrix.
NOTE: credo, dialyxir, and ex_doc are only configured for 1.15 or later.

	Added DCO checking (we will require sign-offs moving forward).

	Added Dependabot configuration and automerge.

	Updated dependencies to the latest versions and verified dialyzer
cleanliness.

	Undid the formatting when I enabled force_do_end_blocks: true in
.formatter.exs.


1.0.0
	Initial release, extracted from one of our projects originally based on
plug_ip_whitelist.



  

    Licence

	SPDX-Licence-Identifier: MIT

IpAccessControl is copyright © 2019-2025 Kinetic Commerce and contributors,
based in part on plug_ip_whitelist by Forward Financing.
MIT License
Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal in
the Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
the Software, and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:
	The names of its contributors may not be used to endorse or promote products
derived from this software without specific prior written permission.

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
Developer Certificate of Origin
All contributors must certify they are willing and able to provide their
contributions under the terms of this project's licences with the certification
of the Developer Certificate of Origin (Version 1.1).
Such certification is provided by ensuring that a Signed-off-by
commit trailer is present on every commit:
Signed-off-by: FirstName LastName <email@example.org>
The Signed-off-by trailer can be automatically added by git with the -s or
--signoff option on git commit:
git commit --signoff



  

    
IpAccessControl 
    



      
This Plug restricts requests so that they must come from the range of IP addresses
specified in the pipeline config. A request's IP address is deemed to be present as
%Plug.Conn{remote_ip: _}.
If the request IP is not allowed, the specified response code and body will be added to
the Plug.Conn and the chain will be halted. Otherwise, the plug chain will continue.
Include this module in your plug chain with its configuration.
Configuration
There are two main configuration options:
	the allow list of IP addresses or CIDR ranges, which may be configured as a static
list or as a function returning the list of IP addresses or CIDR ranges; and

	a Plug (either module or function) to call when the remote IP address is not allowed.


Note that each item in the allow list must be tested in turn, so a smaller list will
outperform a larger list. Future versions of this Plug may include a way of caching
results.
Allow List Configuration
The list of permitted IP addresses or CIDR ranges may be specified using either the
module option described below or the allow parameter.
The allow parameter must be one of the following:
	a list of IP addresses or CIDR ranges, or
	a 0-arity function that returns a list of IP addresses or CIDR ranges, or
	a {module, function} tuple to a 0-arity function that returns a list of IP addresses
or CIDR ranges.

Formats supported include:
	IPv4 string format;
	IPv6 string format;
	CIDRv4 string format; or
	CIDRv6 string format.

Examples:
# Include after a plug which puts the request IP to the remote_ip
# attribute on the Plug.Conn.
plug IpAccessControl, allow: ["1.1.1.0/31", "1.1.0.0/24", "127.0.0.0/8"]

def allow, do: ["1.1.1.0/31", "1.1.0.0/24", "127.0.0.0/8"]

plug IpAccessControl, allow: &__MODULE__.allow/0
Blocked Action Configuration
The action to take when the remote IP address is not allowed may be specified using the
module option described below or the on_blocked option. If not specified, a default
on_blocked implementation will be provided that uses response_code_on_blocked and
response_body_on_blocked.
When the remote IP address is blocked, the Plug pipeline is halted.
	on_blocked: A Plug that will be called when the IP address is not allowed. It will
be passed the options provided to the the IpAccessControl plug.
	response_code_on_blocked: The HTTP status code assigned to the response when the
request's IP address is not allowed. Defaults to 401 if not specified.
	response_body_on_blocked: The body assigned to the response when the request's IP
address is not allowed. Defaults to "Not Authenticated" if
not specified.

Example:
def on_blocked(conn, opts) do
  Conn.send_resp(
    conn,
    options[:response_code_on_blocked],
    String.reverse(options[:response_body_on_blocked])
  )
end

plug IpAccessControl,
  allow: ["1.1.1.0/31", "1.1.0.0/24", "127.0.0.0/8"],
  on_blocked: &__MODULE__.on_blocked/2
Module Configuration
A single configuration option can be provided as module that refers to a module that
implements one or both of the functions ip_access_allow_list/0 (this is a function
that will be used for allow) and ip_access_on_blocked/2 (this is a Plug function
used for on_blocked).
If provided, the configurations available through module will take priority over
functions or values specified in allow or on_blocked.
The IpAccessControl can be configured with any of the following options.
Example:
plug IpAccessControl, module: EmployeeAccess
Installation
Add ip_access_control to your dependencies. If your application is running behind
a proxy, you will probably need to also include remote_ip or a similar "Real" IP
discovery library as a dependency.
def deps do
  {:ip_access_control, "~> 1.0"},
  {:remote_ip, "~> 1.0"} # Required if behind a proxy
end
Security Note
Adam Pritchard wrote an extensive post on the perils of discovering the
"real" client IP. Because this module is intended for security, you should be
behind a proxy that you control or trust and reading the rightmost IP in the derived
remote IP address list.
The key points he makes are:
	When deriving the "real client IP address" from the X-Forwarded-For header, use
the rightmost IP in the list.
	The leftmost IP in the XFF header is commonly considered to be "closest to the
client" and "most real", but it's trivially spoofable. Don't use it for anything
even close to security-related.
	When choosing the rightmost XFF IP, make sure to use the last instance of that
header.
	Using special "true client IPs" set by reverse proxies (like X-Real-IP,
True-Client-IP, etc.) can be good, but it depends on a) how the reverse proxy
actually sets it, b) whether the reverse proxy sets it if it's already
present/spoofed, and c) how you've configured the reverse proxy (sometimes).
	Any header not specifically set by your reverse proxy cannot be trusted. For
example, you must not check the X-Real-IP header if you're not behind Nginx or
something else that always sets it, because you'll be reading a spoofed value.
	A lot of rate limiter implementations are using spoofable IPs and are vulnerable to
rate limiter escape and memory exhaustion attacks.

If you use the "real client IP" anywhere in your code or infrastructure, you need to
go check right now how you're deriving it.
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    Functions
  


    
      
        allowed?(remote_ip, allow_fn)

      


        Returns true if the remote IP is in the given allow list. The remote IP
address can be provided either as a Plug.Conn.t(), an IP address tuple, or
an IP address string.



    


    
      
        call(conn, options)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(options)

      


        Initialize the plug with options.



    


    
      
        ip_access_on_blocked(conn, options)

      


    





      


      
        Functions

        


  
    
      
    
    
      allowed?(remote_ip, allow_fn)



        
          
        

    

  


  

      

          @spec allowed?(
  Plug.Conn.t() | binary() | :inet.ip_address() | nil | BitwiseIp.t(),
  [binary(), ...] | (-> [binary(), ...]) | ip_block_list() | nil
) :: boolean()


      


Returns true if the remote IP is in the given allow list. The remote IP
address can be provided either as a Plug.Conn.t(), an IP address tuple, or
an IP address string.
If the remote IP is provided as a Plug.Conn.t(), the remote IP will be
pulled from the Plug.Conn.t()'s remote_ip. If the remote IP is provided
as a string, this function will return false if the IP address cannot be
parsed.
If neither the remote_ip nor allow list are provided, always returns
false.

  



  
    
      
    
    
      call(conn, options)



        
          
        

    

  


  

      

          @spec call(Plug.Conn.t(), IpAccessControl.Options.config()) :: Plug.Conn.t()


      


Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(options)



        
          
        

    

  


  

      

          @spec init(IpAccessControl.Options.input_config()) :: IpAccessControl.Options.config()


      


Initialize the plug with options.

  



  
    
      
    
    
      ip_access_on_blocked(conn, options)



        
          
        

    

  


  

      

          @spec ip_access_on_blocked(Plug.Conn.t(), IpAccessControl.Options.config()) ::
  Plug.Conn.t()
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Manage IpAccessControl options

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        input_config()

      


    





  
    Functions
  


    
      
        default(option)

      


        The default value for the given option.



    


    
      
        pack(options)

      


        Pre-processes keyword options. Where possible, function resolution will be
delayed until unpack/1 is called.



    


    
      
        unpack(options)

      


        Evaluate preprocessed options.



    





      


      
        Types

        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @type config() :: %{
  allow: (-> [binary(), ...]) | [binary(), ...],
  on_blocked: (Plug.Conn.t(), Plug.opts() -> Plug.Conn.t()),
  response_code_on_blocked: integer(),
  response_body_on_blocked: String.t()
}


      



  



  
    
      
    
    
      input_config()



        
          
        

    

  


  

      

          @type input_config() :: [
  module: module(),
  allow: (-> [binary(), ...]) | [binary(), ...],
  on_blocked: (Plug.Conn.t(), Plug.opts() -> Plug.Conn.t()) | module(),
  response_code_on_blocked: integer(),
  response_body_on_blocked: String.t()
]


      



  


        

      

      
        Functions

        


  
    
      
    
    
      default(option)



        
          
        

    

  


  

      

          @spec default(:on_blocked | :response_code_on_blocked | :response_body_on_blocked) ::
  {IpAccessControl, :ip_access_on_blocked} | 401 | String.t()


      


The default value for the given option.

  



  
    
      
    
    
      pack(options)



        
          
        

    

  


  

      

          @spec pack(input_config()) :: config()


      


Pre-processes keyword options. Where possible, function resolution will be
delayed until unpack/1 is called.

  



  
    
      
    
    
      unpack(options)



        
          
        

    

  


  

      

          @spec unpack(config()) :: config()


      


Evaluate preprocessed options.
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